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Abstract

Networks are complex in nature consisting of numerous config-
urations. Each network configuration requires careful considera-
tion due to the high runtime impact. Software-defined Networking
(SDN) opens control plane and data plane programmability for
the end user. The network programmability, on one hand, allows
flexibility of defining custom headers and protocols. On the other
hand, it opens new horizons of network misconfigurations. Formal
methods are being applied in various domains for building robust
systems. Recent studies explored the applications of formal meth-
ods in network programming. This paper explores the possibility of
using Backus-Naur Form (BNF) for writing formal specifications for
P4 parsers and tables. The compiler checks at compile time that the
specifications are consistent with the implementation and ensures
correctness.
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1 Explanation

We live in a digitally connected world where networks play an
essential role. Software-defined Networking (SDN) [7] has revo-
lutionized modern networks by separating monolithic network
architecture into control plane and data plane. P4 [1] is a widely
used Domain Specific Language (DSL) for data plane program-
ming. It has gained significant research interest in the community
[3, 13-16]. However, enabling users to write data plane programs
introduces potential vulnerabilities in network correctness, which
is a vital property for reliable network operation. Formal methods
are mature enough for specifying and ensuring correctness. Various
researchers [3-5, 8, 11] studied formal correctness properties for
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P4 or for P4 programs. This paper proposes a lightweight and novel
approach for specifying the specifications for P4 parsers and tables.

P4 Parser. A parser is a core component in P4 when defining
custom packet headers. It parses the bits into specific headers or
struct fields.

P4 Table. Table lookup and action execution are two essential
functions in a P4 pipeline. Tables provide an abstraction to the user
for setting custom lookup rules and associate actions with tables.

1.1 Specifications for Parsers

In the context of P4 programming for data plane development, en-
suring accurate implementation of packet header structures is fun-
damental to reliable network processing. This subsection presents a
verification methodology for header extraction in P4 parsers using
Backus-Naur Form (BNF) grammatical specifications.

The header layout specification serves as a critical component in
defining data plane programs, explicitly declaring the types of pack-
ets the program should process. We demonstrate that BNF provides
an effective formalism for describing expected packet structures
through context-free grammar rules. Consider the following pro-
duction rule:

Parsing ::= Ether A (IPV4 | IPV6) A (TCP | UDP)

This specification requires the parser to first extract an Ethernet
header, followed by either an 1pv4 or 1pv6 header, and finally ter-
minate with either a TcP or a ubp header. The logical conjunction
operator (A) enforces strict sequential composition of header fields
while maintaining branch flexibility through disjunction operators.
In addition to enhancing readability, with the help of Correct-
by-Construction (CbC) [2, 6, 9], we point out that this structured
representation can also serve as a reference for validating the imple-
mentation of the parser. In the BNF specification, we can have each
terminal as a header-extractions, while each rule as a parser-invoke.
Then we can validate user’s parser implementation with respect to
their BNF header specification to avoid unexpected header extrac-
tion paths. For example, in a P41¢ program (A and & are same):

// Header definition will automatically create a terminal
with header's name.

2 header Ether { ... }

3

header IPV4 { ... }

//{ TopParser ::= Ether & (IPV4 |
parser TopParser(...) {
state start {
packet_in.extract<Ether>(...);
// ok, TopParser handles packets beginning with Ether
transition select(...) {
parse_ipv4
parse_tcp

IPV6) & (TCP | UDP) }
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}
state parse_ipv4 {
packet_in.extract<IPV4>(...);
// ok, IPV4 is one alternative after ethernet
3
state parse_tcp {
packet_in.extract<TCP>(...);
// not ok, there shouldn't be a packet that has tcp
immediately after ethernet

This BNF specification also perfectly suits for sub-parsers, that
user will define another rule describing the sub-parser and use that
rule as a non-terminal in the main rule.

//{ L3 ::= IPV4 | IPV6 }
parser L3(...) {
state start { ... }
state parse_ipv4 { ... }
state parser_ipv6 { ... }
3}
parser L2(...) { ... }
parser L4(...) { ... }

//{ TopParser ::= L2 & L3 & L4 }
parser TopParser(...) {
state start {
L2 -apply O;
L3O .apply);
L4().apply O;
3
3
The verifier becomes even more powerful when combined with
dataflow analysis. As a common practice in P4;¢, parsed headers
are typically stored in a unified metadata structure where each field
corresponds to a specific header type. When headers are extracted,
their respective structure fields are marked valid while others re-
main invalid. With this knowledge in mind, the verifier can infer
the possible combinations of valid fields in the structure based on
the BNF specification. For example, the expression (Ipv4 | IPV6)
indicates that hdr.ipv4 and hdr.ipv6 cannot be both valid; they are
mutually exclusive. The verifier can therefore flag the program
below for a potential bug.

struct headers {

Ether eth;
IPV4 ipv4;
IPV6 ipv6;
3
s //{ TopParser ::= Ether (IPV4 | IPV6) }
parser TopParser(out headers hdr, ...) { ... }
control ctr(inout headers hdr) {

apply {
bit<32> ipv4 = hdr.ipv4.src;
bit<128> ipv6 = hdr.ipv6.src; // error
cannot be valid at the same time

ipv4 and ipvé6

1.2 Specifications for Tables

In P4 programming, tables play a critical role in defining the behav-
ior of packet processing within the dataplane. The language allows
users to define multiple tables, where each table typically serves a
distinct purpose, such as forwarding, filtering, or modifying packet
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headers. Ensuring that these tables are applied in the correct order
and condition is essential for maintaining the intended functional-
ity of a network device. This subsection discusses the verification
of table application order using the concept of BNF as discussed in
Section 1.1 for parsers.

Through inspecting public projects [10], we have found that
programmer defined tables may have these relationships:

e Consecutive Tables (A = B): Table B should be applied
after table A. For example, a table for modification should
be applied after a table for filtering.

e Default Tables (A — B): Table B should be applied only
if table A missed. For example, a table for fallback actions
should be applied after the main table missed.

e Alternative Tables (A | B): Either one of Table A or Table B
should be applied. For example, to process a single L3 header,
only one of the 1pv4 matching tables or the 1pv6 matching
tables should be applied.

By composing these annotations, users can specify their intended
table application graph in their programs. For example, a specifica-
tion like:

(A|IB) = C — D

indicates that table A or B should be matched first, then C, and if
C misses then D. With these specifications in hand, the compiler
can then perform control-flow analysis in the apply block of user’s
program to determine whether the applications of tables are consis-
tent with the specifications. This ensures correctness in the order
of table apply.

control MyPipe(...) {
table A {...3}
table B {..
table C {..
table D {..
//{ (AIB) => C -> D }
apply {
if (..
A.applyO);
// OK, A or B are the first table to be applied
else
B.apply();
// OK, A and B are in different branches
if(C.apply().hit)

-3
-3
-3

// OK, C is applied after A/B
D.apply(O);
// Not OK, D should be applied only if C is missed

2 Conclusion and Future Work

This paper proposes lightweight specifications for P4 parsers and ta-
bles, which are two core components of a P4 program. Programmer
specifies the header validity and table execution order following
the standard BNF format. The static analyzer ensures that the im-
plementation is consistent with the specifications. This removes
unintended behaviors from parsers and tables. We plan to imple-
ment this in P4C [12] as a future work. This paper does not raise
any ethical issues.
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